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Cybersecurity Threats to Critical Infrastructure

el

Examples of Operational
Control Systems Found in
Critical Infrastructure

VVVVVVYVYVVVYYY

HVAC/Mechanical
Wastewater Treatment
Water Treatment
Oil/Water Separator
EV Charging
Emergency Generators
Automated Blinds
Photovoltaic Systems
Occupancy Controls
Geolocating / Tracking
Lighting

ESS

Many more...




DoD Military Mandate — RMF FOR DOD SYSTEMS

DoD

Newest 2022 version Reissues and Cancels DoD Instruction 8510.01

which was named Risk Management Framework (RMF) for DoD

DoD Instruction
8510.01

DOD INSTRUCTION 8510.01
RISK MANAGEMENT FRAMEWORK FOR DOD
SYSTEMS

Information Technology (IT) and is now named Risk Management

DoD Systems

Framework fo

“The RMF process applies to all systems-and organizations regardless of acquisition pathway in the DoD, as well as DoD
partnered systems and organizations where it has been agreed that DoD standards will be followed.” According to Section 3,
sub-section 3.1 OVERVIEW, sub- sub-section (c) of this new release this shall include the following systems:

(1) DoD systems (e.g., weapons systems, stand-alone systems, control systems, or any other type of systems
al capabilities) must receive and maintain a valid authorization before beginning operations. Refer to the

RMF KS for additional guidance on authorizations.



https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/851001p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/851001p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/851001p.pdf

DoD Military Mandate — RMF FOR DOD SYSTEMS

The RMF must satisfy the requirements of
subchapter Il of chapter 35 of Title 44, United
States Code (U.S.C.), also known and referred to
in this instruction as the “Federal Information
Security Management Act (FISMA)...

DoD

DoD Instruction
8510.01

DOD INSTRUCTION 8510.01
RISK MANAGEMENT FRAMEWORK FOR DOD
SYSTEMS

The cybersecurity requirements for DoD information technologies will be managed through
the RMF consistent with the principals established in National Institute of Standards and

Technology (NIST) Special Publication (SP) 800-37 (Reference (c)). DoD IS and PIT
systems will transition to the RMF in accordance with...

FISMA
NIST

NIST
RMF

O,

PIT: Platform Informational
Technology = Military OT



https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/851001p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/851001p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/851001p.pdf

DoD Military Mandate — UFC for Architecture FISMA
OT: Operational Technology NIST

» Building Automation Systems (HVAC, Lighting, ESS, etc.)
« Utility Management & Control Systems

* Power Generation Systems

* Mass Notification Systems

DoD

)

DODI UFC 1-200-01 * Fire & Life Safety NIST
8510.01 RMF
\_

UFC 4-010-06
Cybersecurity of
Facility Related

Control Systems
(FRCS)

00,

Description: UFC 4-010-06 provides requirements for incorporating cybersecurity into the design of facility-related control systems and is a
CORE UFC requirement. Per UFC 1-200-01, Section 1-6.3.1.1 Core UFC, all DoD MILCON funded project must “Comply with the Core UFC
listed here.”

The UFC 4-010-06 is a CORE UFC that provides criteria for the inclusion of cybersecurity in the design of control systems in order to
address appropriate Risk Management Framework (RMF) security controls during design and subsequent construction.



https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/851001p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/851001p.pdf
https://www.wbdg.org/ffc/dod/unified-facilities-criteria-ufc/ufc-4-010-06
https://www.dcsa.mil/portals/91/documents/ctp/nao/CNSSI_No1253.pdf
https://www.dcsa.mil/portals/91/documents/ctp/nao/CNSSI_No1253.pdf
https://www.wbdg.org/FFC/DOD/UFC/ufc_1_200_01_2022_c2.pdf

Cybersecurity Expertise (RFPs and 25 05 11 — Qualifications)

Look Out for DoDi 8570 & 8540 —

Staff Qualification Requirements

{

Individuals performing cybersecurtty design functions shall meet certification and skalls
requirements for [AM Level Il Certified Professional outlined n DoD 8140 Information Assurance
Workforce Improvement Program. It s the Contractor’s responsibility to ensure the latest DoD,
Component and tnstallations policies and guidance are met for the requirements.

mants shall attend on-site site/mvestigation Charrette.

\ /

Control System Cybersecurity Subject Matter Expert

“The individual will oversee all work within this specification. This position
requires that the individual currently meets Information Assurance Manager
Level Il Certification in accordance with DoDI 8570 Information Workforce
Improvement Program.

Individuals for this position should have experience securing DoD systems
and with Risk Management Framework. All certifications to include
computing environment must be in effect prior to beginning work.”

Computing Environment (System Administrator) and Networking
Personnel

“The individual will complete all work at the computing level environment.
This position requires that the individual meets Information Assurance
Technical Level Il Certification in accordance with DoDI 8570 Information
Workforce Improvement Program.

Individuals for this positions should have experience securing DoD systems,
Security Information Technical Guides, associated tools and practices.
Control System Experience is highly desirable.”

Additional Statement.

“Control System Cybersecurity Subject Matter Expert and Computing
Environment and Network Personnel can serve across the contract”




Requirements by Agency

» Department of Defense
» UFC-4-010-06
> Included by reference to UFC 1-200-1
> Includes DIA, DHA, NASA, DLA
> Applies regardless of network connectivity
> Applies to temporary systems

> DoE Directive 205.1C

» USDA/ GSA/DHS
» Utilize NIST 800 for Agency Compliance

» VA (Design Manual — Chapter 10)

» Dams & Levees (Dams C2M2)
» Annual Security Compliance Certification (ASCC)
» Security Assessment Template for Group 2 Dams
» USACE ER-25-1-113

» National Parks Service (ACIO-2020-002)

» National Institute of Health (NIH) — Design
Requirements Manual

> Reference BAS DHS Cyber Regs
» Power / Energy — NERC/FERC



@2 What is Required of AE?




Risk management framework (RMF) - Review
Figure 3. RMF process chart.

A

) Step 1
/ CATEGORIZE —_—
System \/
Step.$ - Categorize the system in accordance Step 2
RONL O with CNSSI 1253 SELECT
Security Controls P . Security Control
« Initiate the Security Plan (SP) curity Controls
5 T = Register system with DoD Component
E;;;e;r:::;:g‘if;::ng;?nges tothe 5 Program + Common Control Identification. |
5 « Assess selected controls annually Assign qualified personnel to RMF roles  « Select security controls and

. = Conduct needed remediation g:?;?;:bﬂ;fs‘:em-lwel
="+ Update SP, SAR and POA&M .

P Rzporl security status to AQ continuous monitoring strategy
|« AOreviews reported status RMF Process * Review and approve SP and
S Implement system decommissioning for DOD |T continuous monitonng strategy

strate
L Systems
Step 5 Step 3
AUTHORIZE IMPLEMENT
System Security Controls
= Prepare the POA&M « Implement control solutions
+ Submit Security Authorization Step 4 consistent with DoD and
Package (SP, SAR and Component IA architectures.
POA&M)to AO ASSESS + Document security control

Security Controls

+ AOQ conducts final risk implementationin SP

determination « Develop and approve Security
% AO makes authorization Assessment Plan
= T decision + Assess security controls
« SCA prepares Security Assessment
\ Report (SAR) A ~
« Conduct initial remediation actions




Cyber UFC Design Activities

Design Bid Build
Designer Steps 1-5

15% Design / Concept / Charrette Report (Step 1)

(Does not go to Contractor)

Basis of Design

{Does not go to Contractor)

CCI List

Cost Estimate (HDR Tool)
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=
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Include Qualificati

Tailored Specification

250811.00 20

Review of Related Specifications

Review of Network Diagrams

35% Design and Below (Step 2 - 4 CCls)

Internal

60% Design (Step 5 - Specs / Maintain Steps 1-4)

X

Pre-Final Design (-95%) (Step 5 - Specs / Maintain Steps 1-4)

Final Design (100%) (Step 5 - Specs / Maintain Steps 1-4)

BN

ELI I -

X
X
X

RN Rl Cost Estimate (dd1391 Programmed)

Issued for Construction (IFC) (Step 5 - Specs / Maintain Steps 1-4)

Conformed Package (Step 5)

N

= | =|=|=<|=

E S I

E- RS S I

» UFC-4-010-06 Chapter 5 Designer Requirements

» 15% / Concept
» CIA Ratings
» Network Connectivity
» Authorization Plan
» System Owners
» Initial CCI List
» 35%
» Tailored CCI List
» CONOPs
» Network Concept Diagrams
» 60%-Final
» Specifications
» UFGS 25 05 11 (Primary)
» UFGS 2508 10
» UFGS 25 10 10 (jointly w/
mechanical)
» UFGS 25 08 11.00 20 (Navy Only)
» Coordinate security controls into all
other discipline specifications
» Drawings
» Support Network Diagrams



Basis of Design (10-15%) step 1

CATEGORIZE
. System
> ldentlfy SyStemS = Categornize the system in accordance
T with CNSSI 1253
» System Descriptions - Initiate the Security Plan (SP)

- Register system with DoD Component

» Mission Rating (Support, Essential, or Critical) e, R
» Determine/Verify System CIA Impact Level on the mission (L/M/H)

» C = Confidentiality

> | = Integrity

> A= Availability
» Starting Security Control Set and Tailoring Recommendations
> ldentify & Confirm with System Owners / Authorizing Officials
» Network Connectivity Descriptions

» System Connections lfe Sfety Rodio and Public Address system Mt
Fire Detection and Alarm System

ESS Electronic Security Systems MMM

Utility Monitoring & Control System - MMM |HVAC (Critical Systems) MMH

HVAC (Standard Areas)

Electrical Systems
Utility Monitoring & Control System - MML |[Lighting Control System MML
Uninterruptible Power Supply (UPS) System
Utility Monitoring and Control Systems

Building Control System Elevators LLL
Generator Monitoring and Alarm System
Monitoring Systems Fume Hood Alarm System MMM

Refrigerator Monitoring Systems




Concept Design (30-35%)

Analysis, Documentation, and Required
Client Approval

Step 2
SELECT
Security Controls

« Common Control Identification
. . g . = Select secunty controls and
« DoD = Control Correlation Identifier (CCI List) document SP '
. = Develop system-level
» One CCI List per System Group (HVAC, FLS, BAS, etc continuous monitoring strategy
b L H) - =
= Review and approve SP and
« Each CCI List continuous monitoring strategy
:
» Select CCls from UFC based CIA Rating
« Up To 1542 CCls to Evaluate for each system
* Determine Applicability and Responsibility
B SC-Tlo) CCHn032 The information system connects to esternal The i being The ization conducting the inspectionfassessment obtains TRUE B Enclave 275 Process Isolation and Boundary Prot
netwarks or information systems only through design= the information system to enforce and examines network topology disgrams, srchitecture
managed interfaces consisting of boundary requirements that components connect to d or any other do component
protection devices arranged in aceordance with an | esternal networks of information systems anly | connectiving to ensure the organization being inspectedfassessed
security interfzces consisting of ar
boundary protestion devices arranged in managed interfaces consisting of boundary protection devices
with an i i arranged in ith an i i
SC-7(4) SC-TA)(a) =R The organizationimplements a managed interface | The i being The ization conducting the inspectionfassessment obtains TRUE " Enclave 3.7.5 Process Isolation and Boundary Prot
for each exremnal telscommunication service. designs the information system to have a and examines network topology disgrams, srchitecture
managed interface for each telecommunication | di ar any other do system
setvice. interfaces ta ensure the arganization being inspectediassessed
implements a managed interface for e 3ch external




Interim through Final Design (60% to Final)

SECTION 25 05 11.00

Follows normal design progression UFGS: o EmEemeEee
. 25 05 11 (One per System) CYBERSECURITY FCR FAL,I_ITf—RE-Aii?l;O}ITRO_ SYSTEMS - UMCS, BCS, UCS
« 2508 10 (one per system)

+ 2510 10 (one per front-end)
« 2508 11.00 20 (NAVY Only)

PART 1 GENERAL

This section includes reguirements in support of the DCD Risk Management
Framework (BEMF) for implementing cybersecurity. Refer to UFC 4-010-06,
Cybersecurity for Facility-Related Control Systems, for reguiremetns on
incorporating into control cystem design and for general informaiton on the

Redline (e.g., “Design ”) the SpeCificationS based EMF process as it applies to control systems. Assistance for control

system cybersecurity is awvailable form the following Service organizations:

On approved & “Tailored” CCI Iist by (See Chapter US Zir Force Civil Engineering: Cybersecurity POC
5 Of 4—01 0—06 and PreVious Slide): For the purposes of the section and for this project, TUMCS is used

interchangeakbly with Energy Management and Control System (EMCS).

Many subparts in this Section contain text in curly braces ("{" and "}")

1 . Incorporated that CCI into the ContrOI System deSign indicating which cybersecurity control and control correlation identifier

(CCI) the reguirements of the subpart relate to. The text inside these

by inCIuding it into these Specifications Where needed curly braces is for Government reference only, and enables coordination of

the reguirements of this Section with the BMF process throughout the design

2. Document any Changes from Standard CCI and c_:onstruction process. Text in curly braces are not contractor
. . . regquirements.
reqUIrementS’ or SeleCtlonS made When mUItIpIe This Section refers to Security Regquirements Guide (SRGs) and Security
Options are available_ Technical Implementation Guide (STIGs). STIGs and SRGs are are available

online at the Information Assurance Support Environment (IASE) website at
http://iase.disa.mil/stigs/Pages/index.aspx. Not all control system

components have applicakle STIGs or SEGs.

Discipline specific coordination through 100% L1 coNTROL SYSTEM APPLICRBTLITY
Issuance




Cyber UFC Design Activities

[ hsetoop  wsem o] i
Radio and Public Address System CCls Selected Based Upon CIA Rating (200-300+ Reponses)

Life Safety MMH

Fire Detection and Alarm System 200-53 e ‘ ST TETNA PRI | (DT 6 G i e
ESS Electronic Security Systems MMM ?::: CC1 Definition Defanit Decigasr Controls (DC) = 7 Iy ) 1 |= 3
Utility Monitoring & Control System - MMM |HVAC (Critical Systems) MMH ’ o gg‘ e gg S 55
HVAC (Standard Areas) [ T "
Electrical Systems o) e
Utility Monitoring & Control System - MML |Lighting Control System MML s |1 e GG e AP | soply sisrsrae Gor | 4P | sty TG, Con | A | oty i con
Uninterruptible Power Supply (UPS) System TS S .
Utility Monitoring and Control Systems e SIS 84 s o £ 138

Building Control System Elevators LLL
Generator Monitoring and Alarm System
Monitoring Systems Fume Hood Alarm System MMM

Relgerotor Monoring Systems Follows normal design progression UFGS:
+ 2505 11 (one per system)
+ 2508 10 (one per system)
+ 2510 10 (one per front-end)
+ 2508 11.00 20 (NAVY Only)

{For Government Reference Only: This subpart (and its subparts) relates to Redllne (eg, “DeSIgn”) the SpeCIflcatlons based on approved &
Ch-9, PL-8; CCI-002102, CCI-002103, CCI-002104, CCI-002105, CCI-003072, “ H 7 A q
CCIiOOSOTS, CCI-003075 and also the submittal requirements asscoclated with Tal/ored CCI IISt by (See Chapter 5 Of 4_010_06 and PreVIOUS
CM-€, CM-7, S5C-8 and SC-41 including CM-7(3), CCI-0CO0388.} S||de)

1. Incorporated that CCl into the control system design by including it
into these specifications where needed

2. Document any changes from standard CCI requirements, or
selections made when multiple options are available.

Discipline specific coordination through 100% Issuance



Interim through Final Design (60% to Final) — October 10 2023 Impacts

» Impact on Cyber Discipline » Impact on Other Disciplines
» Each FRCS System: » Each FRCS System:
» CClI List Required at 15% » Network Drawings Required
» CClI List Overlays » Mission Space Drawing Required
» CClI List Includes Non-Design and > Physical Security Review and
Enclave (1542 rows) Coordination
> New UFGS to be Released in » Moderate Rated Systems — Additional
December Control System Design Complexities
> Detailed Interdisciplinary and Gov't > Systems Interconnected with Mixed
Coordination Expectations Ratings (i.e. LLL HVAC interfacing with
> FRCS Grouping by Mission Served MMM HVAC for server room) — additional
design requirements




@3 Impact on Construction




Implement Security Controls (Contractor)

Each FRCS Supplier follows Div. 25 Specifications to:
» Provide documentation for DoD review and entry into eMASS

Step 3

> Detailed Network Diagrams (Physical and Logical) IMPLEMENT
. Security Controls
» Ports and Protocol Information e s
> Security Plans Eonsislent with DeD and
omponent LA ar_chileclures.
> Product configuration "R eh Rl

> Install & Configure FRCS devices (per security controls list)

» Coordinate with government (passwords, IP, user roles/privileges, etc)
> Security Assessment Plan

> Apply STIGs/SRGs

» Cyber Training




Assess Security Controls — Contractor or Government

» Security Assessment Report

» Cyber Testing

» Cyber Performance Verification Tests (PVTs)

» Remediate deficiencies

> Independent verification of configuration

> US Government audit of cybersecurity work completed
» NAVY: Independent Contractor per 25 08 11.00 20

Step 4
ASSESS
Security Controls

Develop and approve Security
Assessment Plan

Assess secunty controls

SCA prepares Security Assessment
Report (SAR)

Conduct initial remediation actions




Authorize System & Monitor — Not Construction or Design

y

Step 6

> Step 5 - Authorize

MONITOR
> Each FRCS System: Security Controls
> Government System Owner or Authorizing Official reviews all - e

- Assess selected controls annually

work completed and eMass |- Conduct needed remediation
; ~"+ Update SP. SAR and POA&M
» Grant Authority to Operate (acceptance of properly | - Report security status to AQ
1 ' : .I-:x“O Ir::-:::'tssmsﬁ:;ege?::;issionin
conflgured system) ool <
> Step 6 - Monitor step 5
e . . . . AUTHORIZE
» Facility owner must monitor system including maintenance of System
system to maintain security posture - BUER Sc i Miesadealion
Package (SP, SAR and
POAS&M) to AO

= AO conducts final nsk
determination

= AO makes authonzation
decision
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